
LIU, Yang

ICECCS 2017 (8 Nov 2017)

With a Case Study on Binary Vulnerability Analysis



2

Since 2005



Hello, This is Tom

Hello, Prove it!

This is the proof
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 A self-contained framework to support the development of formal verification tools
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 Design verification
 (Timed) Security Protocol 

(FM15,TSE17)
 TPM Verification (FM14)

 Implementation verification
 Authentication Protocols (NDSS13)
 Android App for Malware (TSE17)

 Assembly code verification
 Vulnerability Verification
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 Verification
 To overcome security issues by deploying composition 

based techniques to realize security-verified systems
 To introduce runtime verification to further improve 

robustness

Cyber

Attacks

Detection

Defense

Recovery
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 No need to rely on compilation process
 Vendors need not release source code
 Cross-architecture and cross platform analysis

Methods for 
detecting 
vulnerabilities 
at the binary 
level!





 Detection of vulnerabilities sometimes relies 
upon partial semantics of variables rather than 
their values. 

 Examples:
 strcpy(des, src)  Len(src) + 1 > size(des)
 memcpy(des,src, num)  value(num) > size(des)

 LLVV: Automatic Vulnerability Verification on 
LLVM IR
 Context- and path-sensitive
 Language independent





Specifying constraints on vulnerabilities over attributes

E.g., $1 => a, $2 => argv[1]

strcpy($1, $2) ∧ Size($1) < Len($2) 

Null Pointer Dereference Vulnerability Pattern

Division by Zero Vulnerability Pattern





Models

Scalability

Domain Knowledge
17
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 Why?

 Plagiarism Detection, Clone detection, 
Vulnerability extrapolation , Search engine for 
machine code, Code property inference, Type 
inference, Partial decompilation, Malware 
signature generation, Vulnerability signature 
generation

Mahinthan Chandramohan, Yinxing Xue, Zhengzi Xu, Yang Liu, Chia Yuan Cho and Hee Beng Kuan 

Tan. BinGo: Cross-Architecture Cross-OS Binary Search, ACM SIGSOFT International Symposium on 

the Foundations of Software Engineering (FSE 2016) , Seattle, WA, USA. November 13-18, 2016.
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 Same program (at source code level) might look totally different at machine code level

Mingw32GCC
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P1. Resilient to the syntax and structural gaps introduced due to 
architecture, OS and compiler differences.

P2. Accurate by considering the complete function semantics.

P3. Scalable to large size real world binaries.



Smart Mining Learning + Deep Program Analysis



Two zero-day vulnerabilities (RCE), 

Nine zero-day vulnerabilities (DoS, 
info leakage)

zero-day vul.: unknown vul.
DoS: Deny of Service 
RCE: remote code execution



Vulnerability 
Report

Target 
Binary

Binary Function 

Matching

Patch

Analysis

Vulnerability

Database

X-Arch/X-OS



Towards Understanding the Pain and Pills

Zhengzi Xu, Bihuan Chen, Mahinthan Chandramohan, Yang Liu and Fu Song
ICSE 2017



a: Additional instruction to 
test the value of a register 
“eax”

b: Additional flow branch to 
error

Goal: to capture the patch location and summarize 
patch/vulnerability patterns at binary level



 A scalable binary-level patch analysis framework, SPAIN, 
to automatically identify security patches and summarize 
patch patterns and their corresponding vulnerability 
patterns



 Assumption: a security patch is less unlikely to change the 
semantics

 Trace sem summary = post-state – pre-state

 Identify the overall semantic change

Sem Diff3: a->b’->g’->d vs a->b->d

Sem Diff2: a->b’->d vs a->b->d

Sem Diff1: a->b’->c vs  a->b->c



• We manually identified all the 
security and non-security 
patches of all the 20 versions 
of OpenSSL 1.0.1 (446,747 
LOC) by analyzing its 
commits on GitHub (63 CVEs)



 Linux Kernel is an open source software with around 
18,963,973 LOC and developed since 2002

 Adobe PDF Reader is a closed source software. We use two 
of its libraries, 3difr.x3d and AXSLE.dll, which have around 
1,293 and 4,874 functions respectively



 Details can be found at: https://sites.google.com/site/binaryanalysisicse2017/claim/patterns

https://sites.google.com/site/binaryanalysisicse2017/claim/patterns
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Junjie Wang, Bihuan Chen, Lei Wei, and Yang Liu 
S&P 2017



syntax 
parsing

execution

structured 
inputs

parsing errors semantic violations crashes

semantic 
checking

<?xml version="1.0" 
encoding="utf-
8"?><xsl:stylesheet
version="1.0" 
xmlns:xsl="http://www.
w3.org/1999/XSL/Transf
orm"><xsl:output 
xsl:use-attribute-
sets=""/></xsl:stylesheet
>

successful
executed



Grammar manually-specified generation rules

syntax rules easy hard:
─ different programs may implements different sets 

of semantic rules,
─ daunting, labor-intensive, or even impossiblesemantic rules hard

 Design goal: generates well-distributed test cases

 Capture the syntax rules and valid constants

 Extend context-free grammar (CFG) to model semantic rules



grammar

corpus

<?xml version="1.0" 
encoding="utf-8"?>
<xsl:stylesheet
version="1.0" 
xmlns:xsl=  
"http://www.w3.org/1
999/XSL/Transform" PCSG

learning

PCSG
production rules pool

seed
generation

seed
selection

seed
mutation fuzz

learning seed generation fuzzing



Context-free grammar(CFG) Gcf= (N, Σ, R, s): 
– N is a finite set of non-terminal symbols,

– Σ is a finite set of terminal symbols,

– s∈N is a distinguished start symbol.

– R is a finite set of production rules of the form α → β1β2...βn, α ∈N, n≥1, βi∈(N∪Σ) for i = 1...n,

Context-sensitive grammar(CSG) GCS= (N, Σ, R, s):
– [c]α → β1β2...βn, 

<type of α ’s great-grandparent, type of α ’s grandparent, type of α ’s parent, value of α ’s first sibling or type 

of α ’s first sibling if the value is null>

Probabilistic context-sensitive grammar(PCSG) : Gp = 
(Gcs ,q), 

q : R → R+, ∀α∈N :  [c]α→β1 β2 ...βn ∈R q([c]α → β1 β2 ...βn ) = 1.



nodes 5, 14:
attribute version=“1.0”, c=[null, document, prolog, <?xml]

document

prolog element

<?xml attribute attribute ?>

encoding="utf-8"

<xsl:stylesheet </xsl:stylesheet>attribute >

xmlns:xsl="http://...form"

attribute content

version="1.0" element

<xsl:output attribute />

xsl:use-attribute-sets=""

version="1.0"

1

2 3

4 5 6 7 8 9 10 11 12 13

14 15 16 17 18

19 20 21

22



Context Production rule Prob.
[null,null,null,null] document → prolog element 0.8200

→ element 0.1800
[null,null,document,null] prolog → <?xml attribute attribute?> 0.6460

→ <?xml attribute?> 0.3470
→ ...

[null,null,document,prolog] element → <xsl:stylesheet attribute attribute attribute>content</xsl:stylesheet> 0.0034
→ <xsl:transform attribute attribute>content</xsl:transform> 0.0001
→ ...

[document,element,content,element] element → <xsl:template attribute>content</xsl:template> 0.0282
→ <xsl:variable attribute>content</xsl:variable> 0.0035
→ <xsl:include attribute/> 0.0026
→ ...

[null,document,prolog,<?xml] attribute → version=“1.0” 0.0056
→ encoding=“utf-8” 0.0021
→ ...



t0=document

t1=prolog element

t2=<?xml attribute attribute?> element

t3=<?xml version="1.0" attribute?> element

t4=<?xml version="1.0" encoding="utf-8"?>element

t5=<?xml version="1.0" encoding="utf-8"?><xsl:stylesheet attribute>content</xsl:stylesheet>

t6=<?xml version="1.0" encoding="utf-8"?><xsl:stylesheet xmlns:xsl="http://www.w3.org/1999/XSL/Transform">content</xsl:stylesheet>

t7=<?xml version="1.0" encoding="utf-8"?><xsl:stylesheet xmlns:xsl="http://www.w3.org/1999/XSL/Transform">element</xsl:stylesheet>

t8=<?xml version="1.0" encoding="utf-8"?><xsl:stylesheet xmlns:xsl="http://www.w3.org/1999/XSL/Transform"><xsl:output attribute/></xsl:stylesheet>

t9=<?xml version="1.0" encoding="utf-8"?><xsl:stylesheet xmlns:xsl="http://www.w3.org/1999/XSL/Transform"><xsl:output xsl:use-attribute-sets=""/></xsl:stylesheet>

<?xml version="1.0" encoding="utf-8"?>

<xsl:stylesheet xmlns:xsl="http://www.w3.org/1999/XSL/Transform">

<xsl:output xsl:use-attribute-sets=""/>

</xsl:stylesheet>



Sablotron
– Adobe PDF Reader and Acrobat.

libxslt
– Chrome browser, Safari browser, and PHP 5

libxml2
– Linux, Apple iOS/OS X, and tvOS



Unique Bugs (#)

XSL XML

Sablotron 1.0.3 libxslt 1.1.29 libxml2 2.9.2/2.9.3/2.9.4

Crawl+AFL Skyfire Skyfire+AFL Crawl+AFL Skyfire Skyfire+AFL Crawl+AFL Skyfire Skyfire+AFL

Memory Corruptions (New) 1 5 8§ 0 0 0 6 3 11¶

Memory Corruptions (Known) 0 1 2† 0 0 0 4 0 4‡

Denial of Service (New) 8 7 15 0 2 3 2 1 3⊕

Total 9 13 25 0 2 3 12 4 18

§ CVE-2016-6969, CVE-2016-6978, CVE-2017-2949, CVE-2017-2970, and one pending report.
¶ CVE-2015-7115, CVE-2015-7116, CVE-2016-1835, CVE-2016-1836, CVE-2016-1837, CVE-2016-1762, and CVE-2016-4447; 
pending reports include GNOME bugzilla 766956, 769185, 769186, and 769187.
†CVE-2012-1530, CVE-2012-1525.
‡CVE-2015-7497, CVE-2015-7941, CVE-2016-1839, and CVE-2016-2073.
⊕GNOME bugzilla 759579, 759495, and 759675.

Skyfire: inputs generated by Skyfire
Crawl+AFL: Fed the samples crawled as seeds to AFL
Skyfire+AFL: the inputs generated by Skyfire as seeds to AFL



Vulnerability Type

CVE-2016-6978 Out-of-bound read

CVE-2016-6969 Use-after-free

Pending advisory 1 Double-free / UAF

CVE-2017-2949 Out-of-bound write

CVE-2017-2970 Out-of-bound write

CVE-2015-7115 Out-of-bound read

CVE-2015-7116 Out-of-bound read

CVE-2016-1762 Out-of-bound read

CVE-2016-1835 Use-after-free

CVE-2016-1836 Use-after-free

CVE-2016-1837 Use-after-free

CVE-2016-4447 Out-of-bound read

Pending advisory 2 Out-of-bound read

Pending advisory 3 Out-of-bound read

Pending advisory 4 Use-after-free

Pending advisory 5 Out-of-bound read

We discovered 19 new memory corruption 

bugs (among which we discovered 16 new 

vulnerabilities and received 33.5k USD

bug bounty rewards) and 32 denial-of-

service bugs



 Symbolic Execution (Whitebox)
 Loop (FSE 16, FSE 17, ASE 17), API summary and SMT

 Good Test Cases (Blackbox)
 (Systematic) Test Case Generation
 Model Based Testing: 

▪ FSE 2017: Guided, Stochastic Model-Based GUI Testing
of Android Apps

 Feedback Based Testing (Greybox)
 Improve the feedback

▪ FSE 2017: Steelix: Program-State Based Binary Fuzzing

 Runtime Seed Prioritization

 Combining Different Ideas 
 Testing Orchestration

▪ Static Analysis, Random Testing, Taint + Machine Learning 
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Formal 
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 Runtime Adaptive Security (Trust + Resilient) 
 Runtime attack monitoring (Logic and physical model based)
 Dynamic Adaptation (using based on attack-defence tree and game theory) for ROS
 Security verification and resilient guarantee
 Platforms: IT architecture, AV/Drones, IoT/urban computing/smart nation
 Next generation of security operation center

 Mobile security: malware and vulnerability detection, trend, attribution…

 Binary Analysis
 Vulnerability learning, matching and fuzzing
 Patch Analysis and Summary
 Crash root-cause analysis and debugging
 Binary repairing and hardening
 Binary reverse engineering

 Security Verification

 Security using HW and Hardware Security

 Network Security
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Whatever you learned will be useful somehow somewhere
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